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ABSTRACT 

The growth in the IT field has redefined the role of the IT manager. The furious pace of growth 

in global commerce facilitated by the Internet has led to greater governmental role in control-
ling and regulating E-commerce. Developments in technology have also led to a trend towards 

digitization of personal, commercial and governmental data. All of this has led to a plethora of 

laws, both domestic and international, that govern the use of IT. In some cases the laws are 
as intricate and obtrusive as to affect the research, design, development and operations of 

information technologies in organizations. Given this scenario, the IT manager should become 

more than a little aware of these laws pertaining to IT. Yet, a look at the model IT curricula 
reveals that not much has been done as far as the IT curriculum is concerned in this area. This 

paper addresses this gap and proposes the justification and design of a course in IT and the 

Law. 
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1.  INTRODUCTION 

The growth of the Internet in the last two 

decades has redefined today’s business. The 
Internet is indispensable today as a tool and 

as a platform to conduct business. This has 

redefined the role of the IT manager. Today, 
the IT manager performs multiple roles cov-

ering the entire range of the IT function, 

from high-level IT strategy and IT champi-
oning, to mid-level IT operations and plan-

ning, project management and sourcing 

management, to functional roles such as 
network and communications management, 

data management, hardware/software man-

agement, etc. – all within the overarching 
umbrella provided by the Internet. The MSIS 

model curriculum of 2006 reflect the 

changes affecting the IT field and the IT 
manager’s role and suggest curriculum mod-

els that address many of the above shifts in 

some degree or other. 

However, one area that is not adequately 

addressed so far in the IS model curricula is 
that of regulation and law affecting the IT/IS 

manager. The new MSIS2006 model curricu-

lum mentions law in the new course “Impli-
cations of Digitization” course 

(MSIS2006.8),” but the course has many 

focuses (ethics, employee monitoring, com-
pliance [like Sarbanes-Oxley], globalization 

and sourcing, and more.  (Gorgone, et. al, 

2006).” As seen here, the term “legal” is 
mentioned almost in passing. As IT’s influ-

ence spreads to all aspects of society, it is 

imperative that all levels of IT managers 
become familiar with various regulations and 

laws that affect the design and functioning of 

IT in organizations. 

In the new MSIS 2006 model curriculum for 

graduate MSIS programs, a track is sug-

gested for Computer Forensics that includes 
a course in Criminal law and a course in 

Computer Forensics.  But, this is part of a 
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listing of twenty-four representative career 

tracks and suggested courses. 

This paper suggests a mandatory course on 

the legal aspects of IT/IS in the MSIS cur-

riculum and argues that the law and its af-
fects on IT/IS in the current environment is 

too crucial to be considered as simply “op-

tional.” The paper first discusses IT devel-
opments in the last two decades and the 

consequent increase in the need for security, 

privacy and regulation. Following that 
stream of thinking, the paper then argues 

for a mandatory course on IT and the law, 

and lists some important topics that should 
be included in  such a course. This is fol-

lowed by brief discussions on the individual 

topics listed earlier, along with justifications. 
The paper ends with a discussion on how 

such a course could be designed and deliv-

ered. 

2.  IT DEVELOPMENTS 

AND THE NEED FOR SECURITY, 

PRIVACY AND REGULATION 

The last decade of the twentieth century was 
the decade of the Internet. The invention of 

the World Wide Web (Web) by Tim Berners-

Lee, who built the first Web site in 1991 
while working at the European Organization 

for Nuclear Research (or CERN) in Geneva, 

Switzerland started a world-wide trend in 
developing Web sites not only for personal 

and research purposes, but for disseminat-

ing governmental information and for engag-
ing in global electronic commerce. Thus the 

Internet, with its “killer application,” the 

web, heralded the furious pace of globaliza-
tion in the 1990s. 

As the Internet and the Web continue their 

furious growth and global spread, they have 
filtered down to encompass every aspect of 

society. Nowadays it is rare to see an aspect 

of domestic or public life that is not in some 
way touched by the Internet. This situation 

is not restricted only to the technologically 

developed countries, but is becoming in-
creasingly prevalent in developing countries 

too. As a result, new terms and phrases 

such as “virtual world,” “cybercrime,” “com-
puter virus,” “data privacy,” “identity theft” 

and “data mining” have entered the every-

day vocabulary. Debates have ensued on the 
virtues and vices of the Web and the conse-

quent large scale digitization that it has her-

alded. While many have argued that the 

pace of the growth of the Internet, the Web, 

E-commerce and the digitization should con-
tinue without any curbs or governmental 

restrictions, others have argued the exact 

opposite, that these should be actively regu-
lated and controlled through laws both do-

mestic and international. The latter group 

has argued that unregulated and unmiti-
gated growth of the web coupled with the 

current pace of digitization of almost all data 

belonging to individuals could cause an ero-
sion of privacy and cause them to become 

exposed to malware and identity theft. This 

would, they argue, curb E-commerce and 
seriously affect global economic develop-

ment and growth. Indeed, in the 1990s the 

Internet was considered to be a virtual world 
that was ungovernable and thus could not 

fall under the purview of any government. 

Proponents of this view felt that the users of 
the Internet would somehow govern them-

selves and make it into a global vehicle of 

commerce and information outside of any 
governmental influence. However, in recent 

years, realizing the importance of the Inter-

net, governments have also stepped in to 
flex their muscles in an attempt to gain con-

trol of the Internet through regulations and 

laws. Predictably, increasing government 
regulation of the Internet has its detractors 

who believe that certain fundamental rights 

such as the freedom of expression may be 
lost if the government controls the Internet. 

This is notwithstanding the fact that the 

Internet, in its nascent stage was completely 
funded by the US government. 

Part of the reasoning behind governmental 

regulations is purportedly to protect citizens 
and business enterprises from cybercrimes, 

and thus protect their rights to a civil soci-

ety, even though it could be argued that 
part of it is an to exercise control over citi-

zens’ use of the Internet. In the former 

case, governments have sometimes been 
actively supported by industry and the 

common citizen. In the next section we fo-

cus on the issue of cybercrime and the evo-
lution of cyberlaw. 

3.  IT, CYBERCRIME AND THE LAW 

The term “cyberspace” was coined by sci-

ence fiction author William Gibson in his 
1984 novel Neuromancer. “Cybercrime,” 

which originates from the word cyberspace, 

is “a term used broadly to describe criminal 
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activity in which computers or networks are 

a tool, a target, or a place of criminal activ-
ity” (“Cybercrime,” 2006, paragraph # 1). 

The explosive growth of global E-Commerce 

has also resulted in an equally explosive 
growth in cybercrimes.  Criminals who once 

operated in real-world “terrestrial” crimes 

have quickly adapted to the virtual world of 
the Internet, taking advantage of the ano-

nymity and transience that the Internet of-

fers them. Cybercrime is currently a very 
important global issue that has the potential 

of adversely affecting international econom-

ics, business, trade, security and human 
rights. Due to the global nature of the Inter-

net, crimes can be committed from far-away 

locales, making the criminal difficult to ap-
prehend. Many lesser-developed countries 

do not even have adequate laws to address 

cybercrimes. A case in example is the “ILov-
eYou” virus which appeared in May 2000 and 

caused major disruptions and shutdowns of 

computers and mail servers all over the 
world (Symantec, 2000). The virus was 

eventually traced to Onel de Guzman, a Phil-

ippines national. However, the government 
of Philippines could not adequately prosecute 

de Guzman due to the lack of internet crime 

laws at that time and he was released soon 
after his arrest (Burke, 2000). 

Cybercrime covers a wide swath of area, and 

can be categorized loosely into the following 
areas (adapted from “Cybercrime,” 2006, 

paragraph 2,3,4,5): 

• Computers and networks as the tools of 
criminal activity: E.g., spamming, IP and 

copyright-related crimes, crimes commit-

ted through peer-to-peer networking 

• Computers and networks are the target of 

criminal activity: E.g. unauthorized access, 

denial of service, attacks using malicious 
code 

• Computers and networks as the place of 

criminal activity: E.g. computer-based 
frauds such as financial fraud 

• Computers and networks as new facilita-

tors for older crimes: E.g. child pornogra-
phy, Nigerian 419 schemes, online gam-

bling, phishing, espionage, terrorism 

In addition, Kerr (2003) categorizes com-
puter crimes as: 

• Traditional crimes committed using com-

puters (E.g. Internet fraud schemes, 

Internet gambling, online distribution of 

child pornography and cyberstalking), and 

• Crimes of computer misuse (E.g. computer 

hacking, distribution of worms and viruses 

and denial-of-service attacks). 

Governments around the world have started 

recognizing the need for framing laws to 

prosecute, often across global borders, those 
engaged in cybercrime. Much of the new 

laws and agreements governing cybercrime 

have emerged from the technically advanced 
counties, namely the United States and the 

European Union. However, other countries 

have also started framing cybercrime laws. 
Applying these laws have not been always 

smooth, as international laws overlap com-

peting and even contradictory national goals, 
territorial and sovereignty issues. 

In summary, it is seen that in today’s global 

business climate, knowledge about the 
Internet, cyberspace, cybercrimes and sub-

sequent developments in cyberlaws should 

very much be part of a business manager’s 
toolset, especially one who manages the IT 

resources of organizations. It is important 

that the future IT manager understands the 
basics of the legal environment and justice 

system of the countries he/she works in, the 

actual laws (especially those contextual to 
the Internet) that affect today’s working en-

vironment, the positive and negative aspects 

of the laws, how these laws affect his/her 
functioning, how the laws differ from nation 

to nation – even across some States within 

the same nation, the repercussions that the 
laws can have on an individual’s rights to 

privacy and freedom of expression and the 

roles of the society, government and the 
industry in shaping these laws. 

There is thus a clear justification for an IS 

course in IT-related law that covers all of 
these aspects. Current graduate IS curricular 

offerings in law includes include (at most) 

contracts law, within the context of E-
Commerce. The future IT manager should 

expand his/her legal toolset to include fa-

miliarity with many more laws related to 
handling cybercrime, privacy, constitutional 

guarantees, jurisdictional issues, interna-

tional laws, laws pertaining to corporate ac-
counting information and laws protecting 

information pertaining to individuals. In the 

next section we discuss the elements of a 
course in IT and the law. 
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4.  A COURSE IN IT AND THE LAW 

A course in IT and the Law (in an American 

context) should thus include but not be lim-
ited to the following topics: 

1. Introduction to the American Justice 

System 

2. Introduction to Cyberspace 

3. Jurisdiction in Cyberspace 

4. Computer fraud and abuse laws 

5. Introduction to regulating Cyberspace 

6. First Amendment and other constitu-

tional issues 

7. Copyrights and intellectual property pro-

tection 

8. Privacy and encryption  

9. Regulation of E-Commerce 

A brief synopsis of each of these topics fol-

lows. 

Topic 1: Introduction to the American 

Justice System 

The American justice system can be general-
ized into two parts, one addressing criminal 

offenses and the other addressing civil of-

fences.  In order to prove a criminal offense 
three factors must be established:  Actus 

Reus (a guilty act), Mens Rea (a guilty 

mind), and the appropriate circumstances.  
These three factors need to be proved in 

order to convict a defendant of a criminal 

act.  Civil offences include torts or breach of 
contracts.  Criminal offenses are handled by 

criminal law, which are of two types: – 

statutory and common law.  Statutory law is 
written by legislature and ratified.  Common 

law is refined and distinguished by the jus-

tice system itself, through precedence. 
Based on common law, computer fraud is 

still fraud – it is just executed with a differ-

ent medium.  As new crimes emerge, new 
laws may have to be enacted to address 

them. 

The judicial power of the Federal courts “ex-
tend to cases arising under the Constitution, 

an act of Congress, or a treaty of the United 

States; cases affecting ambassadors, minis-
ters, and consuls of foreign countries in the 

United States; controversies in which the 

U.S. government is a party; controversies 
between states (or their citizens) and foreign 

nations (or their citizens or subjects); and 

bankruptcy cases” (Legislative Branch, 
2006). 

The state governments have the greatest 

influence over most Americans' daily lives. 
Each state has its own written constitution, 

government, and code of laws. There are 

sometimes great differences in law and pro-
cedure between individual states, concerning 

issues such as property, crime, health, and 

education (State, tribe and local govern-
ments, 2006). 

In the IT and the Law course, this topic will 

thus provide an introduction to the American 
justice system – how laws are framed, 

statutory versus common law, Federal and 

State laws in the US legal system, how the 
US Federal laws can be  (and cannot be) 

applied in foreign countries, etc. The issue of 

applying US federal laws in foreign countries 
is especially relevant in cybercrimes where a 

foreign national may be perpetrating a crime 

within the US from abroad, and vice versa. 
The issue of extradition to and from the US 

should   also be examined within this topic. 

Topic 2: Introduction to Cyberspace 

The motivation for this topic is not to ad-

dress the technological aspects of cyber-

space, even though that could be added on 
depending upon the background and prepa-

ration of the audience. This topic will seek to 

define what the notion of cyberspace is, and 
whether a boundary can be established for 

such a space using technology. The topic will 

also address what kinds of laws can apply on 
this space. The issue of who controls the 

Internet (and cyberspace) will also be dis-

cussed here. Controls can take several 
forms, from top-down controls established 

by national governments to bottom-up or 

community based controls. One issue that 
will gain importance in the future is the ex-

tent of control, and the technologies used for 

such controls by the government, and how 
those controls directly interfere with the 

fundamental rights of the users of cyber-

space. For example, the courts, in adjudicat-
ing issues pertaining to free speech, might 

be interested in knowing if the government 

has used the “least restrictive means” to 
regulate speech on the Internet (Chon, 

1999). This eventually becomes a legal as 

well as a technological issue which makes it 
relevant to IT professionals. 
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Topic 3: Jurisdiction 

The issue of jurisdiction becomes very im-
portant in cyberspace. Discussion on this 

topic must first focus on the laws pertaining 

to personal jurisdiction, and then move to 
apply them to cyberspace. In personal juris-

diction, in order for prosecution to take place 

the applicable court must have jurisdiction 
over the parties involved.  “Jurisdiction” 

simply means the place where the crime was 

initiated.  This concept becomes difficult to 
define when the offending parties could be 

scattered around the country, as could hap-

pen in cybercrimes.  The prosecuting court 
must have two types of jurisdiction over the 

parties for a trial to be held: subject matter 

and personal jurisdiction.  Subject matter 
jurisdiction dictates which type of dispute 

can be brought before a particular court. 

Typically, state courts handle any type of 
lawsuit that pertains to citizens of the same 

state. Federal courts, on the other hand, 

handle lawsuits that pertain to federal laws 
and inter-state lawsuits. However, to com-

plicate matters, there are certain state 

courts that handle cases of general jurisdic-
tion, i.e. any sort of dispute between any 

parties. Federal courts thus have only lim-

ited jurisdiction. Personal jurisdiction gives 
the court the power to enforce judgment 

over specific defendants. In civil cases, the 

two issues are: which state does the defen-
dant belong to, and what is the constitu-

tional appropriateness of extending the arm 

of a court to reach into another state to en-
force a judgment on a defendant. The first 

issue above suggests that the offending par-

ties should have committed the offence in 
the same state.  However, this is a problem 

when the offense is committed through a 

medium such as the Internet (i.e. not in the 
same state).  The state court thus needs to 

have the ability to prosecute out of state 

offenders.  The way in which they gain juris-
diction over an out of state entity is by 

means of the “long arm” statute.  This stat-

ute allows the court to impose jurisdiction 
over a party that had sufficient contact with 

a resident of its state.  What constitutes the 

adequate level of minimum contact is up to 
the individual states and is limited by the 

constitution.  This leaves a lot to be deter-

mined before a venue can be decided.  Tra-
ditional crimes (even if done over the Inter-

net) are resolved easily.  For example, if a 

hacker is in one state and commits fraud in 

another state, he/she is not only liable in the 

state he/she lives for hacking and fraud, but 
is also guilty of the same offense in the 

other state, and since it crossed state lines 

the venue could be held in federal court too.  
It is up to the courts to pick one of the three 

venues for the trial. Usually the court that 

has the best chance for a conviction is the 
chosen one.  But when new cyber crimes 

arise that do not meet the criteria new laws 

need to be changed or adopted to stop these 
new crimes (adapted from Casey, 2004 

pp42-45). 

There are several other issues pertaining to 
jurisdiction and how the courts are adjudi-

cating on these issues, which could be stud-

ied under this topic using current cases per-
taining to cyberspace. 

Topic 4: Computer fraud and abuse laws 

Before the advent of the Internet, creating a 
virus and hacking was not classified by law.  

The earliest hackers belonged to the “414-

gang” named after a telephone area code in 
Wisconsin. The 414 gang started hacking 

into computers from 1980 onwards, and 

were arrested in 1983 by the FBI after hack-
ing into the computers of the Los Alamos 

National Laboratory and New York’s Sloan-

Kettering Cancer Center in 1982. This was 
the earliest case of “hacker arrest” in the US 

(PC World Staff, 1999). This was when the 

world first came to understand the threat 
posed by hackers. This threat spurred en-

actment of new laws. One of the first com-

puter protection acts was the Computer 
Fraud and Abuse Act (CFAA) 1984 later re-

vised as the CFAA 1986.  The CFAA was de-

signed to protect against malicious acts and 
unauthorized access.  Unauthorized access 

under the CFAA was classified as a situation 

where a user exceeded the access and use 
rights authorized to him/her.  The CFAA also 

addressed Denial-of-service (DOS) attacks.  

If the DOS attack resulted in a loss of $1000 
or more the offender could be brought up on 

civil charges.  The CFAA also stated that for 

a crime to be committed, simple unauthor-
ized access was enough – there did not have 

to be any malicious intent. This act is the 

basis of all cyber crime acts that have since 
come into existence. 

This topic would therefore examine the 

background and genesis of early legislation 
covering computer crimes and cover the 
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various sections of the CFAA in detail, along 

with illustrative cases. 

Topic 5: Introduction to regulating Cy-

berspace 

The Internet was originally conceived as a 
network of networks, and mostly developed 

by scientists in academic institutions working 

on US Department of Defense (DoD) funded 
projects. Initially the US government did not 

pay much attention to the issue of control-

ling the Internet. In the 1990s, libertarians 
such as John Perry Barlow and Julian Dibbell 

began to perceive the Internet as a virtual 

world which could not be controlled or 
stopped by governmental regulations. They 

lapped up the concept of a cyberspace which 

was a truly independent entity governed 
only by its users through a process of con-

sensual self government (Goldsmith and Wu, 

2006). This notion was generally supported 
by the engineers and scientists who de-

signed the Internet.  The government 

gradually became aware of the near anarchy 
prevailing on the Internet and made moves 

to establish some control over the Internet. 

A first salvo was fired by legislators who en-
acted the Communications Decency Act 

(CDA) in 1996, which sought to control the 

content of the materials transmitted over 
the Internet. 

Several other laws and actions aimed con-

trolling the Internet and regulating online 
commerce have been undertaken or enacted 

since then. Two important and well publi-

cized issues on regulating the Internet per-
tain to peer-to-peer file sharing and unsolic-

ited commercial email (UCE), also known as 

SPAM. On the other extreme, certain democ-
ratic governments are challenging the overt 

Internet censorship that is practiced by to-

talitarian China, and are using their own 
policies to censor, control and restrict com-

panies that enable China to set up such cen-

sorship. This is thus an area that is going to 
continue seeing more laws and resistance to 

such laws. 

Many of the laws regulating the Internet 
have been and continue to be challenged. 

For example, the CDA was promptly chal-

lenged in the courts by the Electronic Fron-
tier Foundation (EFF) set up by John Perry 

Barlow along with Mitch Kapor, founder of 

Lotus, and John Gilmore, the first program-
mer at Sun Microsystems) and the American 

Civil Liberties Union (ACLU) (Goldsmith and 

Wu, 2006). Regardless of the eventual out-
come of such challenges, an IT manager 

needs to understand the laws and the trends 

in governmental control of the Internet as 
well as the arguments against such control. 

This topic will thus address those issues. 

Topic 6: First Amendment and other 

constitutional issues 

This topic will explore the First Amendment 

freedoms of speech and press as applied to 
the Internet. This topic will follow the earlier 

discussions on regulating the Internet and 

the Communications Decency Act and will 
typically use cases as well as note cases to 

discuss the First Amendment to the US Con-

stitution, which protects freedom of expres-
sion. The topic will use pornographic speech 

as the context to discuss the position of "cy-

berspeech" on the continuum that runs from 
a nearly total absence of government regu-

lation (the print model) to nearly unfettered 

governmental discretion to regulate (the 
broadcast model) (Easton, 1999). This topic 

would also discuss the courts' application of 

various First Amendment doctrines – prior 
restraint, overbreadth, public forum, etc. – 

to on-line speech. Additional issues consid-

ered will include limitations on the First 
Amendment's power to protect speech-acts, 

including threats, trespass, and restraint of 

trade. Another issue that could be consid-
ered, again with the use of actual cases, is 

that of libel, focusing on Internet Service 

Provider liability. 

Topic 7: Copyrights and intellectual 

property protection 

The protection of intellectual property (IP) is 
enshrined in Article I Section 8 of the US 

Constitution. The US Copyright Act of 1976 

grants several rights to the owner of a copy-
right. A copyright is automatically created if 

a work is an original expression that is fixed 

in a tangible form. With the advent of the 
Internet, violations of digitized data have 

become easy. Copyright laws have been in-

voked in several cases by owners of copy-
rights to prove that the posting of copy-

righted images on public-access or subscrip-

tion based web sites exceed the “fair use” 
doctrine (e.g. Playboy Enterprises Inc. v. 

Ferna, 1993). In this instance Ferna pro-

vided copyrighted images from Playboy on a 
member-only bulletin board which could be 
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downloaded by the members. In other 

cases, copyright laws have had to be aug-
mented to in order to prosecute new types 

of copyright violations that have emerged 

along with the Internet. For example, in 
1994 David LaMacchia of MIT was indicted 

for running an electronic bulletin board 

which aided the copying of proprietary soft-
ware (United States V. LaMacchia, 1994). 

His case was dropped, however, because 

David did not charge for the use of the bulle-
tin board. In response, the No Electronic 

Theft (NET) Act was passed in 1997 which 

removed the requirement of profit motive in 
prosecuting copyright violations. In the year 

2000, Napster, a service that enabled mem-

bers to share copyrighted music, was shut 
down by a federal district court, because 

Napster users were not engaging in personal 

use of the music they owned, but were trad-
ing them with thousands of strangers 

(Lange, 2001). 

Thus we notice that laws concerning copy-
rights have had to change along with devel-

opments in technology. This topic will dis-

cuss the legal developments in copyright and 
IP protection in the context of the Internet 

and E-Commerce. 

Topic 8: Privacy and encryption 

Privacy is a tricky issue to deal with.  Before 

the advent of technology, the right to pri-

vacy was relatively sound.  An individual 
could expect a reasonable amount of privacy 

from individuals and privacy from unreason-

able searches from the government (4th 
Amendment to the US Constitution).  The 

common law “right to privacy” as described 

by Casey (2004, p51) states that, 

1. Appropriation of a person’s name or 

likeness for the defendant’s benefit. 

2. Unreasonable intrusion, defined as in-
tentional interference with another per-

son’s interest in solitude and seclusion. 

3. Public disclosure of private facts. 

4. False light, that is, publicity which pre-

sents a person to the public in a false 

light. 

Before the development of computers and 

the Internet, an individual would have to be 

quite intrusive to violate these common 
laws.  So the expectation of privacy was 

high.  The Internet is, however, a very ac-

cessible and easily available and can be used 

to find private information about any citizen.  
In California v. Greenwood (1987), Green-

wood’s garbage was searched upon a tip 

that he was operating a drug business.  The 
trash was left on the curb and was searched 

without a warrant.  The search of the trash 

turned up drug paraphernalia. With that evi-
dence in hand, a warrant was issued for his 

home and a drug factory was discovered 

inside.  He was convicted and later appealed 
saying it was an invasion of privacy to 

search the trash without a warrant and any 

choices made on those findings were uncon-
stitutional.  The court affirmed that there 

was no expectation of privacy for things left 

out that the public could access, and there-
fore privacy did not apply to the trash left 

for the public to see.  This case is the basis 

for the reason why privacy is a thing of the 
past.  This ruling is also applicable to current 

computer technology.  If private information 

is left out in a public domain it is “fair 

game,” and thus loses its “private” quality.  

Thus, whether it is trash on the curb or a 

web site, it will be viewed as the same. 

There are several other cases that demon-

strate how the courts have started interpret-

ing privacy in the age of the Internet.  After 
the terrorist attacks of September 11, 2001, 

the US government has gained much leeway 

when conducting warrant-less searches, 
which could be considered a clear violation 

of a person’s privacy.  The USA Patriot Act of 

2001 (USA Patriot Act, 2001) allows gov-
ernment and state entities to monitor and 

search to a large degree before needing a 

warrant.   It is important for today’s IT man-
ager to understand the ‘right of privacy’ 

which is protected by common law and stat-

utes. The word ‘privacy’ does not appear in 
the US Constitution and thus the right of 

privacy in this context is largely a separate 

body of law developed over many years 
through interpretations and analysis of the 

Fourth Amendment, which prohibits ‘unrea-

sonable searches and seizures.’  The Privacy 
Act of 1974 (Privacy Act, 1974) attempts to 

regulate the collection, maintenance, use, 

and dissemination of personal information by 
federal executive branch agencies.  There is 

a plethora of other laws relating to privacy, 

such as the Health Insurance Portability and 
Accountability Act (HIPAA), enacted by the 

U.S. Congress in 1996, and the Family Edu-
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cational Rights and Privacy Act of 1974 

(FERPA), to name a few. 

The IT manager must learn, through appro-

priate cases, the direction in which the 

American legal system is going as regards 
privacy rights. 

Topic 9: Regulation of E-Commerce 

Electronic commerce, which has enjoyed a 
rapid rise since the advent of the Web, 

raises many interesting questions pertaining 

to the binding legality of business transac-
tions. In the real world business transactions 

are controlled by contracts law. This typically 

assumes that a transaction takes place be-
tween two entities, and issues could rise 

about the price, the nature and condition of 

the goods purchased, and the entities con-
cerned. These problems are handled by con-

tracts law. But in the situation becomes 

more complex when a business transaction 
between two entities takes place in cyber-

space. Typically the entities do not meet 

each other, and transact their business in 
the relative obscurity and privacy of cyber-

space. The transaction itself may involve 

many jurisdictions. Issues such as the legali-
ties affecting types of products or entities 

that could be exchanged or traded, and ar-

guments about “pulling” a good from the 
Internet versus “pushing” a good on t the 

Internet could become important. The per-

formance, quality, and legality of goods pur-
chased online, and enforceability of general 

contracts law to these goods could also be-

come questionable.  As a result, millions of 
consumer purchases could potentially be at 

risk. 

In addition to contracts law in the US con-
text, the IT manager should also be aware 

similar laws that exist in other countries, 

and the differences between these laws. Fur-
ther, a new US law with a global reach as far 

as E-commerce is concerned is the Sar-

banes-Oxley Act (2002), passed in response 
to a number of major corporate and ac-

counting scandals involving prominent com-

panies in the United States. 

This topic will thus examine the extension of 

common-law contracts into cyberspace, the 

challenges that courts have confronted, and 
the application of new and pending state and 

federal legislation to address related chal-

lenges. 

5.  COURSE FORMAT 

Class sessions 

Ideally, this course will be jointly taught by 
two professors – one from the Information 

Systems department and one from the 

School of Law. The IS professor would ide-
ally possess a background in IT strategy, IT 

and society, IT history, Security and Tele-

communications and Networking. The law 
professor will ideally be skilled in Cyberlaw. 

This will ensure a balance between the tech-

nical aspects of IT and the legal issues per-
taining to cyberspace. The class sessions will 

include classroom lectures interspersed with 

case discussions of some actual cases and 
rulings. The students will be challenged to 

actively participate by taking part in debates 

on constitutional issues. Guest lectures 
would include security experts, experts from 

the EFF and ACLU, policy makers and law-

yers. The classroom lectures and discussions 
will be augmented by take home projects 

and assignments. 

Projects and assignments 

Assignments would include selected case 

studies on current court challenges. Stu-

dents would also be required to develop 
“thought papers” commenting on any sec-

tion of their syllabi. Group projects that 

would compare and contrast cyberlaws be-
tween the US and other countries would also 

be assigned. 

6.  CONCLUSION 

In this paper we have argued that develop-

ments in IT necessitate that future IT man-
agers need more than a cursory awareness 

of laws affecting IT, cyberspace and E-

commerce. The current MSIS 2006 curricu-
lum is beginning to recognize this need. 

However, no comprehensive course has 

emerged on Cyberlaw for IS managers. By 
contrast, cyberlaw is gaining acceptance as 

a full-fledged course in law schools in the 

US. We have borrowed some of the concepts 
and topics taught in a typical law school Cy-

berlaw course, and have adapted that to fit 

the graduate IS curriculum. We believe that 
this is a good start, and will help equip to-

morrow’s IT manager to deal with the ap-

propriate tools to be cognizant of and effec-
tively deal with cyberlaw issues in the IT 

environment. 
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